
 
 

 

 

 

 
 Obligations of Online and Mobile Services to 

Protect Children’s Privacy 
 

AN OVERVIEW OF COPPA DATA RESTRICTIONS 

By Alan L. Friel 

The Children’s Online Privacy Protection Act (“COPPA”), and its corresponding regulations, 
regulate the collection of certain data from children under 13 years of age (“Child” or “Children”) 
in connection with websites and mobile applications (“Service(s)”). The following is a big picture 
overview of what data can and cannot be collected online from Children under COPPA under 
various circumstances. If COPPA notice and consent obligations are triggered, such notice and 
consent must be given and obtained in particular manners. How that is to be accomplished is 
beyond the scope of this advisory. 

If a Service is, or could reasonably be deemed, directed to a Child,1 you must assume all users 
are Children and comply with the COPPA requirements outlined below. If a Service is directed 
to a general audience, you need only comply with the COPPA parental consent requirements if 
you have actual knowledge a user is a Child, and you may (but need not) age gate users, in 
which case you can keep those indicating that they are Children off a Service. If a Service is 
directed in part to Children, but not as its primary audience, you need not assume they are all 
Children if you age gate and treat users under COPPA based on self-reported age, but you 
must offer a COPPA compliant version for Children and cannot ban them from a Service (“Mixed 
Use”). 

I. Activities That Require Verified Parental Consent If Either A Service is Directed to 
Children or You Know the User is a Child (i.e., Under 13 Years of Age). 

• Online collection of “Personal Information,” about anyone, from a child under 13 
years of age except as permitted in Section II below.  

• “Personal Information” means individually identifiable information about an 
individual collected online, including: 

(1) A first and last name; 

(2) home or other physical address including street name and name of a city or 
town; 

(3) Online contact information as defined [by the Act] [basically anything that 
allows online contact]; 

(4) A screen or user name where it functions in the same manner as online 
contact information; 

(5) A telephone number; 

                                                
1 This will be determined by both the nature of the content and where and how you advertise, 
market and promote the Service. 
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(6) A Social Security number; 

(7) A persistent identifier that can be used to recognize a user over time and 
across different Web sites or online services. Such persistent identifier 
includes, but is not limited to, a customer number held in a cookie, an 
Internet Protocol (IP) address, a processor or device serial number, or 
unique device identifier; 

(8) A photograph, video, or audio file where such file contains a child's image or 
voice; 

(9) Geolocation information sufficient to identify street name and name of a city 
or town; and/or 

(10) Information concerning the child or the parents of that child that the operator 
collects online from the child and combines with an identifier described in 
this definition. 

• Online Collection of Personal Information includes: 

(1) Giving users access to any functionality that will allow a Child to publicly post 
Personal Information (e.g., message board) or send it to others (e.g., 
messenger, text message, e-mail, etc.); 

(2) Giving users access to third party Services or tools, or giving third parties 
access to users, whereby the third party Service can collect Personal 
Information or the user can use the third party to share Personal Information; 
and 

(3) Passive online tracking. 

• Online Behavioral Advertising may not be served on Children’s Services, or to 
Children if you know they are Children (e.g. where you have age gated). 
Contextual advertising, which is triggered based on activities on only the operator’s 
own Service and not based on profiles built across sites or Services), is permissible 
to Children. 

II. Activities That Do Not Require Verified Parental Consent If Either A Service is 
Directed to Children or You Know the User is Under 13 Years of Age, But Where Use is 
Limited Absent Verified Parental Consent 

• Collection of Persistent Identifiers where use is limited to the following limited 
“operational purposes”: 

(1) Maintain or analyze the functioning of the Web site or online service; 

(2) Perform network communications; 

(3) Authenticate users of, or personalize the content on, the Web site or online 
service; 

(4) Serve contextual advertising on the Web site or online service or cap the 
frequency of advertising; 

(5) Protect the security or integrity of the user, Web site, or online service; 
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(6) Ensure legal or regulatory compliance; or 

(7) Fulfill a request of a child as permitted by [the Act]; 

so long as the information collected for the activities listed in paragraphs (1)-(7) is 
not used or disclosed to contact a specific individual, including through behavioral 
advertising, to amass a profile on a specific individual, or for any other purpose. 

• Collecting name and online contact info of a parent only to send them a request for 
consent or to provide them certain required or permitted notices. 

• To respond to a Child’s request for information on a one-time only basis. 

• To respond to a Child’s request to for multiple contacts, such as a subscription to a 
newsletter, where notice is given to the parent and the parent can stop the ongoing 
contact. 

• To protect the Child’s safety, subject to parental notice. 

• To protect Service security / integrity or comply with law or legal process. 

• Where the operator is a third party Service (such as a social media plug in) that 
interacts with a Service it knows is directed to children, but it collects only 
Persistent Identifier where the user initiates the collection (e.g., clicking on a 
button) and uses it to confirm from its own records that the user is a registered user 
that is not a Child and does not further collect Personal Information except for 
confirmed non-Child registered users. 

• Where the Personal Information is used only internally and is not disclosed to third 
parties for the third party’s own purposes (as opposed to a vendor using it only for 
the operator, subject to confidentiality obligations) if notice has been given to the 
parent and the parent has confirmed consent using “email coupled with additional 
steps to provide assurances that the person is a parent” (note this is a less rigorous 
form of consent than “Verified Parental Consent”, which is required if there is to be 
any external disclosure, including public postings or use of communications tools).  

• Applying these exceptions to mobile app push notifications, the FTC has said: 

“The information you collect from the child’s device used to send push 
notifications is online contact information – it permits you to contact the 
user outside the confines of your app – and is therefore personal 
information under the Rule. To the extent the child has specifically 
requested push notifications, however, you may be able to rely on the 
“multiple-contact” exception to verifiable parental consent, for which you 
must also collect a parent’s online contact information and provide parents 
with direct notice of your information practices and an opportunity to opt-
out. See FAQ H.2. Importantly, in order to fit within this exception, your 
push notifications must be reasonably related to the content of your app 
[which the FTC has said means no promotion of other products or 
Services, including your own]. If you want to combine this online contact 
information with other personal information collected from the child, you 
cannot rely on this exception and must provide parents with direct notice 
and obtain verifiable parental consent prior to sending push notifications to 
the child.” 
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• As far as pre-download verses post-download consent, the FTC has said: 

“…if a child-directed app were designed to collect personal information as 
soon as it is downloaded, it would be necessary to provide the direct notice 
and obtain verifiable consent at the point of purchase or to insert a landing 
page where a parent can receive notice and give consent before the 
download is complete.”  

CONCLUSION 

Before you can proceed with a COPPA-compliance review, you need to look at the data 
collection practices of your Service(s) and determine which would require parental consent or 
usage limitation if a Service is Child-directed, even in part, or you know the user is a Child. Then 
for those practices that would trigger COPPA compliance issues, you need to determine if a 
Service has a significant Child direction or user base, or would be attractive to Children. For 
those that are not, they are “general audience” and you need only restrict access by identified 
Children (whether or not you age gate or otherwise obtain knowledge). For those that are, you 
either need to (1) make them fully COPPA-compliant by avoiding any triggering data practices 
or by instituting the applicable level of parental notice and consent for all users; or (2) if the 
Service has a modest enough portion of its users who are Children to qualify as “mixed use,” 
age gate and provide two versions based on self-reported age – one for under 13 and one for 
13+.  

For more information, see: 

COPPA Rule 

FTC’s COPPA FAQs 

Or, contact Alan Friel, 310.442.8860 or afriel@bakerlaw.com. 
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